Network Working Group Mobile IP Working Group Request for Comments: DRAFT December 1993

Routing Support for IP Mobile Hosts

Abstract

This document specifies protocol enhancements that allow transparent routing of IP packets to and from mobile hosts in the Internet. A mobile host is always identified by its home IP address, regardless of its current point of attachment to the Internet. While situated away from its home area, a mobile host is also associated with a foreign IP address, which provides information about its current point of attachment to the Internet.

Mobility functions are defined for four entities: a) a mobile host, b) a home agent, c) a foreign agent, and d) a mobile-aware correspondent host. No protocol enhancements are required in conventional hosts or routers that are not serving in one of these roles. In particular, no additional protocols are needed by a conventional (non-mobile) host in order for it to communicate with a mobile host. Similarly, no additional protocols are needed by a conventional router (that is not acting as a home agent or a foreign agent) in order for it to route packets to or from a mobile host.

The protocols defined in this document place no additional requirements on assignment of IP addresses: that is, a mobile host will be assigned a permanent Internet address by the organization that owns it, and will be able to use that IP address regardless of its current point of attachment to the Internet.

Status of This Memo

This document is an Internet Draft. Internet Drafts are working documents of the Internet Engineering Task Force (IETF), its Areas, and its Working Groups. Note that other groups may also distribute working documents as Internet Drafts.

Internet Drafts are draft documents valid for a maximum of six months. Internet Drafts may be updated, replaced, or obsoleted by other documents at any time. It is not appropriate to use Internet Drafts as reference material or to cite them other than as a ″working draft″ or ″work in progress.″

Please check the 1id-abstracts.txt listing contained in the internet-drafts Shadow Directories on nic.ddn.mil, nnsc.nsf.net, nic.nordu.net, ftp.nisc.sri.com, or munnari.oz.au to learn the current status of any Internet Draft.

[Page 1]

Expiraton Date April 1994

December 1993

Routing Support for IP Mobile Hosts

Internet Draft

[Page 2] Expiration Date 1994

Contents

1. Introduction . . . . . . . . . . . . . . . . . . . 5

2. Requirements for Mobility Support . . . . . . 5

3. Definitions . . . . . . . . . . . . . . . . . . . 5

4. Overview of Mobility Support . . . . . . . . . 6 4.1 Infrastructure . . . . . . . . . . . . . . . . . 7 4.2 Beaconing/Solicitation Overview . . . . . . . 7 4.3 Registration Overview . . . . . . . . . . . . 7 4.4 Forwarding and Encapsulation of Packets . . 8 4.5 Route Optimization . . . . . . . . . . . . . . 8 4.6 Authentication Framework . . . . . . . . . . 8

5. Mobility Message Formats . . . . . . . . . . . 9 5.1 UDP Header . . . . . . . . . . . . . . . . . . 10 5.2 BEACON Message . . . . . . . . . . . . . . . 10 5.3 SOLICIT Message . . . . . . . . . . . . . . . 11 5.4 MH_REG_REQ Message . . . . . . . . . . . 11 5.5 MH_REG_REPLY Message . . . . . . . . . . 13 5.6 FA_REG_REQ Message . . . . . . . . . . . . 14 5.7 FA_REG_REPLY Message . . . . . . . . . . . 15 5.8 BIND_ADV Message . . . . . . . . . . . . . 15 5.9 BIND_VAL Message . . . . . . . . . . . . . . 16

6. Message Usage . . . . . . . . . . . . . . . . . 16 6.1 Message Rejection . . . . . . . . . . . . . . 16 6.2 Beaconing and Solicitation Messages . . . . 16 6.2.1 BEACON Messages . . . . . . . . . . . 17 6.2.2 SOLICIT Messages . . . . . . . . . . . . 17 6.3 Registration Messages . . . . . . . . . . . . 17 6.3.1 MH_REG_REQ Message . . . . . . . . . 17 6.3.2 MH_REG_REPLY Message . . . . . . . . 19 6.3.3 FA_REG_REQ Message . . . . . . . . . 19 6.3.4 FA_REG_REPLY Message . . . . . . . . 20 6.4 Routing Optimization Messages . . . . . . . 20 6.4.1 BIND_ADV Message . . . . . . . . . . . 20 6.4.2 BIND_VAL Message . . . . . . . . . . . 21

7. Encapsulation Procedures . . . . . . . . . . . 21

8. Mobile Host Processing . . . . . . . . . . . . 21 8.1 Receiving BEACON Messages . . . . . . . . 21 8.2 Sending SOLICIT Messages . . . . . . . . . 22 8.3 Requesting a New Registration . . . . . . . 22 8.4 Receiving MH_REG_REPLY Messages . . . . 22 8.5 Reconfirming an Existing Registration . . . . 22 8.6 Receiving a BIND_ADV . . . . . . . . . . . . 22 8.7 Receiving BIND_VAL Message . . . . . . . . 22 8.8 Sending BIND_VAL Message . . . . . . . . . 22 8.9 Encapsulation . . . . . . . . . . . . . . . . . 22

9. Home Agent Processing . . . . . . . . . . . . 23 9.1 Advertising Reachability . . . . . . . . . . . 23 9.2 Receiving SOLICIT Messages . . . . . . . . 23

9.3 Sending BEACON Messages . . . . . . . . . 23 9.4 Receiving a MH_REG_REQ Message . . . . 23 9.5 Sending an MH_REG_REPLY Message . . . . 23 9.6 Receiving a FA_REG_REQ Message . . . . . 23 9.7 Generating a FA_REG_REPLY Message . . . 24 9.8 Sending BIND_ADV Messages . . . . . . . . 24 9.9 Receiving a BIND_ADV Message . . . . . . . 24 9.10 Encapsulating Outbound Data Packets . . . 24 9.11 Registration Expiration . . . . . . . . . . . 24

10. Foreign Agent Processing . . . . . . . . . . 24 10.1 Sending BEACON Messages . . . . . . . . 24 10.2 Receiving SOLICIT Messages . . . . . . . . 24 10.3 Receiving MH_REG_REQ Messages . . . . 24 10.4 Generating FA_REG_REQ Messages . . . . 25 10.4.1 Updating the Home Agent . . . . . . . 25 10.4.2 Denying Service . . . . . . . . . . . . 25 10.5 Receiving FA_REG_REPLY Messages . . . 25 10.6 Generating MH_REG_REPLY Messages . . 25 10.6.1 Pending Registration Request . . . . . 25 10.6.2 Relaying Information from Home Agent 25 10.6.3 Terminating Service . . . . . . . . . . 25 10.7 Sending a BIND_ADV Message . . . . . . . 26 10.8 Receiving a BIND_ADV Message . . . . . . 26 10.9 Sending a BIND_VAL Message . . . . . . . 26 10.10 Receiving a BIND_VAL Message . . . . . 26 10.10.1 Receiving a Challenge . . . . . . . . 26 10.10.2 Receiving a Response . . . . . . . . 26 10.11 Decapsulation . . . . . . . . . . . . . . . . 26

11. Correspondent Host Processing . . . . . . . 27

12. Registration Numbers . . . . . . . . . . . . . 27

13. Mobile Host′s Mobility Information Base . . 27

14. Home Agent′s Mobility Information Base . . 27

15. Foreign Agent′s Mobility Information Base . 27

16. Open and/or Unfinished Items . . . . . . . . 27

17. Conformance Requirements . . . . . . . . . 28

Appendix A. Security Models . . . . . . . . . . . 29

Appendix B. Operating Mobile Hosts on Their Home Networks . . . . . . . . . . . . . . . . . 29 B.1 Preferred mode of operation . . . . . . . . . 29 B.2 Operation when Gratuitous ARP is not

reliable . . . . . . . . . . . . . . . . . . . . . . 30

Appendix C. Operating Mobile Hosts Away from their Home Networks . . . . . . . . . . . . . . 30

Appendix D. Temporary Home Agents . . . . . . 31

Appendix E. Co-located Mobile Host/Foreign Agent . . . . . . . . . . . . . . . . . . . . . . . 32

Appendix F. Simultaneous Registrations . . . . 32

[Page 3]

Expiraton Date April 1994

December 1993

Routing Support for IP Mobile Hosts

Internet Draft

[Page 4] Expiration Date 1994

1. Introduction

Computers are becoming smaller, less expensive, and portable. Notebooks and portable computers are on the market today that are both portable and extremely powerful. People will no longer be constrained to using their computers only in a fixed location.

At the same time, computer networking is becoming indispensable to more and more computer users. The ability to access information and communicate globally is being demanded by more and more computer users, and in the emerging environment these users will want to attach their computers to the network wherever they happen to be working, while maintaining the same level of service that they received at their desktops.

A user might usually connect to the network at their desk, but occasionally will take their computer to a conference room in another part of the building, or even at another site. However, today′s IP protocol was designed under the tacit assumption that a computer is always attached to the network at a single physical location, and IP uses the IP address to identify this point of attachment. Host migration has been assumed to occur so rarely that it can be handled manually. For example, consider an IP host that is relocated from the user′s desktop to a conference room. If the user′s desk and the conference room have direct access to the same IP subnet, the migration process is trivial because the original IP address of the computer can still be used. However, if the user′s desk and the conference room are on different subnets, then the original IP address is no longer valid. The user must acquire a new IP address from the appropriate local authority, which may not be an easy task. Then, multiple configuration files on the migrating machine, on various name servers, and on other machines that were using the original IP address to identify the migrating machine will all need to be modified. In this environment, migration tends to be a slow, error prone process, and the average user does not have the skills or the desire to carry it out.

In an environment where movement of machines from one place to another is a common occurrence, new protocols will be needed to ensure that migration can be achieved transparently, with little or no direct user involvement in the process. The emergence of wireless networks will underscore the need for ease of migration even more. When a user is no longer constrained by cable, host migration may not even be under the user′s direct control. For example, the provider of a wireless RF service may move the computer′s point of attachment from one cell to another, based on dynamic factors such as load and noise, even though the user has not changed the physical location of his computer.

Finally, individual networks are being interconnected into a single global network. In the Internet, users already have access to network facilities around the world. Therefore, the new protocols will need to be able to operate efficiently in both a local (intra-network) environment and a global (inter-network) environment. That is, hosts must be able to move to new locations, both within their own local network and within any of the globally interconnected networks.

2. Requirements for Mobility Support

The protocols specified in this document satisfy the following requirements:

a) A mobile host using its home IP address shall be able to communicate with other Internet hosts after having been disconnected from the internet and then reconnected at a different point.

b) A mobile host shall be capable of communicating with existing hosts that do not implement the mobility functions described in this document.

c) A mobile host shall provide at least weak security, that is, a level of security at least as good as that provided by the Internet today. S e e Appendix A for a general treatment of security.

3. Definitions

For this document, the following definitions apply:

Correspondent Host: The remote host with which a given host is communicating. The correspondent host may be either mobile or non-mobile.

Direct Routing: A path followed by a packet destined for a mobile host, when the packet is encapsulated by the originator and sent directly to the Foreign Agent serving the mobile host.

Foreign Agent: A host or router that will forward packets to a locally reachable mobile host that is away from its home network, is registered with the Foreign Agent, and shares a common subnet with the Foreign Agent. It supports the registration service for such hosts, and also updates the mobile host′s Home Agent with the current binding of the mobile host to the Foreign Agent.

The Foreign Agent will decapsulate incoming packets. If the inner packet is addressed to a mobile host which it is currently serving, the Foreign Agent will deliver the inner packet to the mobile host.

[Page 5]

Expiraton Date April 1994

December 1993

Routing Support for IP Mobile Hosts

Internet Draft

Foreign Agent Address: The address of the Foreign

Agent that is currently servicing a mobile host that is away from its home. The Foreign identifies the point of attachment of a mobile host to the Internet. The Foreign Agent Address is not related in any way to either the mobile host′s Home IP Address or the address of its Home Agent.

Foreign Subnet: Any subnet other to which a mobile

host is attached, other than its home subnet.

Forwarding List: A list maintained by a Home Agent

that records the mobility bindings in force, if any, for each of its mobile hosts that is away from home.

Home Agent: A host or router on a network that 1)

advertises reachability for a mobile host, 2) maintains a record of the current binding between the IP address of the mobile host and the IP address of the Foreign Agent currently serving that host while it is away from home, and 3) encapsulates packets for delivery to a Foreign Agent for eventual delivery to a mobile host that is away from home.

Home IP Address: A permanent IP address that is

assigned to a mobile host. It remains unchanged regardless of where the host is attached to the Internet. When a mobile host is attached to the network identified by its home address, it is said to be ″at home″ or ″in its home area″ or ″in its home network″. When it is attached to the Internet at a point not identified by its home address, then the mobile host is said to ″be away from its home network″ or ″at a foreign network″ or ″away from home″.

Home Subnet: The home subnet for a given mobile

host is the subnet pointed to by the permanent IP address of that host.

Ignorant Host: A host that does not implement any of

the functions described in this document; a host which does not understand or react to the elements of procedure described in this document.

Location List: A list maintained by a Foreign Agent or

a Mobile Host that records mobility bindings that are in force for mobile hosts that are not currently attached to a common subnetwork with the host or agent that is maintaining this list.

Mobile Host: An IP host that implements at least the

base set of functions described in this document. In cooperation with a Home Agent and a Foreign Agent, such a host is able to attach to the Internet at a point other than the one denoted by its permanent IP address.

Mobile-aware Host: A host that is able to support a Location List and provide encapsulation functions, but is not necessarily able to support registration or beaconing protocols.

Mobility Binding: The association of a mobile host with the Foreign Agent that is currently providing service to it.

Triangle Routing: A path followed by a packet destined for a mobile host, when that packet is forwarded first to the mobile host′s Home Agent and then is encapsulated and forwarded by the Home Agent to the Foreign Agent serving that host.

Visitor List: A list maintained by a Foreign Agent that records the mobility bindings in force, if any, for each mobile hosts that it is currently serving.

Weak Security: A level of security which is at least as good at that provided by the Internet today.

4. Overview of Mobility Support

IP host addresses are composed of a network number, identifying the network to which the host is attached, and a host number, identifying the particular host within that network. Because IP makes an implicit assumption that the host′s attachment point remains fixed, currently defined routing protocols select a path to a host based on the network number contained in the host′s IP address. If a host moves while keeping its IP address unchanged, its network number will not reflect its new point of attachment, and existing routing protocols will not be able to route packets to it correctly.

This document defines new functions that allow a mobile host to interoperate correctly and conveniently on the IP Internet, without the need to acquire new IP addresses as it changes its attachment point. The functions fall into several classes:

— Beaconing/Solicitation — Registration — Route Optimization — Packet Forwarding/Encapsulation

The functions specified in this document apply to four entities:

a) Mobile Host b) Mobile-aware Host c) Home Agent d) Foreign Agent

This paper also provides a framework on which authentication procedures can be applied to the registration and route optimization messages.

[Page 6] Expiration Date 1994

4.1 Infrastructure

The mobility protocols described in this paper are predicated upon a topology model in which:

— Home Agents and Foreign Agents are part of a static (wired) backbone: that is, their point of attachment to the Internet remains fixed — Mobile hosts are assumed to be able to change their point of attachment to the Internet on a relatively frequent basis: that is, they are assumed to move around — Mobile-aware hosts are assumed to be static: that is, their point of attachment to the Internet remains fixed.

This protocol does not address a topology in which Home Agents and Foreign Agents can change their attachment points on a frequent basis.

4.2 Beaconing/Solicitation Overview

To send a registration request to a specific Foreign or Home Agent, a mobile host must know the IP address of that agent. This document does not limit the means by which the mobile host can acquire this information. It does, however, define an optional dynamic method that can be used by a mobile host and a prospective agent to learn the agent′s IP address.

Agents advertise their capabilities on a periodic basis on each subnet to which they allow mobile hosts to attach themselves. Alternatively, a mobile host may multicast a query over the subnet to learn if any prospective agents are present.

The procedures assume that a data link connection has been established between the agent and the mobile host on the subnet on which the beaconing and solicitation will take place. The methods used to establish such a data link connection are not specified in this document, but are left as a local option.

4.3 Registration Overview

The registration function controls the exchange and maintenance of information between mobile hosts, Foreign Agents, and Home Agents. This function creates a mobility binding, linking the mobile host′s Home IP Address and the address of the Foreign Agent currently serving the mobile host. Other hosts, called correspondent hosts, communicate with a mobile host by sending it packets addressed to the mobile host′s Home IP Address.

When a Mobile Host connects to the network, it must perform a registration process before packets can be delivered to it. Depending on its point of attachment, the mobile host will register with either its Home Agent or a Foreign Agent. The registration protocol defines the methods for exchanging information between the mobile host, its Home Agent, and its actual or potential Foreign Agent.

In the most common situation, a mobile host will move away from its Home Subnet and attempt to establish communication over the Foreign Subnet to which it has moved. To accomplish this, it must initiate the registration process with the Foreign agent.

The registration process involves the exchange of four messages, as illustrated in Figure 1:

a) The mobile host sends a MH_REG_REQ message to the prospective Foreign Agent to begin the registration process b) The Foreign Agent sends a FA_REG_REQ message to the Home Agent to inform it of the mobile host′s request and to ask permission from the Home Agent to provide the requested service c) The Home Agent sends a FA_REG_REPLY message to the Foreign Agent to grant or deny permission for the Foreign Agent to provide service d) The Foreign Agent sends an MH_REG_REPLY message to the mobile host to inform it of the disposition of its registration request.

After a successful registration, the Home Agent and Foreign Agent are both aware of the mobility binding for the mobile host. Hence, the same mobility binding will have been included in both the Home Agent′s Forwarding List and the Foreign Agent′s Visitor List. At this time, correspondent hosts are able to communicate with the mobile host.

A Foreign Agent must maintain a Visitor List of mobile hosts that are currently registered with itself and that share a common subnetwork with itself. In addition, it may maintain a Location List that keeps track of the prospective Foreign Agent to which a mobile host has moved.

When the Foreign Agent receives a packet addressed to itself, it can decapsulate it and consult its Visitor List and Location List. It will then take one of three actions: a) deliver the inner packet directly to a system named in its Visitor List, b) encapsulate the packet to the prospective Foreign named in the Location List, or c) hand the inner packet over for further processing by the routing protocol in use in the local Autonomous System.

The Home Agent for a given mobile host must be located on the network identified by the network number in the mobile host′s Home IP Address. The Home Agent operates in conjunction with a conventional router, which advertises reachability to mobile hosts served by the Home Agent. The router attracts packets addressed to the mobile host; the Home Agent intercepts these packets and

[Page 7]

Expiraton Date April 1994

December 1993

Routing Support for IP Mobile Hosts

Internet Draft

encapsulates them for delivery to the Foreign Agent, if any, currently serving the mobile host.

A Home Agent keeps a Forwarding List for its mobile hosts that are away from home, and can therefore encapsulate packets addressed to the mobile host, sending them to the Foreign Agent currently serving that mobile host.

Several possible configurations are shown in Figure 2. The home network configuration may correspond to a physical subnet or a virtual subnet:

— In (a), the home network is a physical network

connected to the Internet through a router, and the Home Agent is a separate entity attached to the physical Home Network.

— In (b), the router and the Home Agent are

colocated in the same system on the home network.

— In (c), the home network is a virtual network: that

is, there is no actual physical home network to which the mobile host can attach itself.

CAUTION

This document does not define any message flows or elements of procedure to be used in configuration (a) between a non-colocated Home Agent and router. Such procedures are not within the scope of this document.

4.4 Forwarding and Encapsulation of Packets

After completion of the registration process, the Home Agent and the Foreign Agent each know about the current mobility binding. Acting cooperatively, they can therefore deliver packets to the mobile host using encapsulation and decapsulation.

In the base mode of operation, a correspondent host creates a packet addressed to the Home IP Address of a mobile host with which it wishes to communicate. When the mobile host is away from home and has completed the registration process, the following sequence of events will occur, as illustrated in Figure 3:

a) The conventional host will place the permanently assigned IP address of the mobile host in the packet′s destination address field.

b) Conventional routing protocols will deliver the packet to the Home Agent/Router, because the router has advertised reachability to the mobile host.

c) The Home Agent/Router will intercept the packet, consult its Forwarding List, and encapsulate the packet for delivery to the Foreign Agent, using the IP address of the Foreign Agent as the destination address. (If the mobile host is at home, the Home Agent will deliver the packet to it. If the mobile host is not at home, and the Home Agent has no mobility for it, then the Home Agent will not be able to deliver the packet.)

d) Conventional routing protocols will deliver the encapsulated packet to the Foreign Agent.

e) The Foreign Agent will decapsulate the packet, see that there is an entry in its Visitor List for the mobile host, and deliver the inner packet to the mobile host, which shares a common data link medium with itself.

If the route optimization procedures have been invoked, then a prior Foreign Agent can encapsulate packets for delivery to a mobile host′s new prospective Foreign Agent; and a correspondent agent can encapsulate packets destined for a given mobile host so that they will be routed directly to its Foreign Agent.

4.5 Route Optimization

Sections 10.7 through 10.10 define an optional method by which a prospective Foreign Agent can notify a mobile host′s prior Foreign Agent that the mobile host is trying to register with a new Foreign Agent. Since the notification will include the prospective new mobility binding, the prior Foreign Agent can optionally forward packets destined for the mobile host to the prospective Foreign Agent.

This paper defines an optional method by which a Home Agent can inform a correspondent, mobile-aware host of the current binding in force between a destination mobile host and its Foreign Agent. Upon receiving an advertised binding, a correspondent mobile-aware host will establish its validity before using it. These procedures give the correspondent (source) host the option of encapsulating packets directly to the Foreign Agent, rather than sending it to the host′s Home Agent for forwarding to the Foreign Agent. That is, it provides a method for avoiding the phenomenon of triangle routing (see Figure 4, and compare Figure 3.)

4.6 Authentication Framework

Although it does not define the specific details of the authentication processes, this paper does define a framework within which the authentication processes must work. This framework is as follows:

— No authentication framework is defined for the beaconing and solicitation process.

— Within the registration process, all messages are assumed to be ″self-authenticating″: that is, they contain enough information within them to provide the receiving system to authenticate the message and its sender. In other words, the authentication framework does not involve a challenge/response mechanism.

[Page 8] Expiration Date 1994

Figure 1. Flow of Registration Messages

— Within the route optimization process, the authentication model involves a challenge, followed by a response. The recipient of an advertised mobility binding will send a challenge to the mobile host named in that binding. The named mobile host, in turn, must respond positively to the challenge before the recipient can consider the binding to be valid.

The basic mechanism is illustrated in Figure 5, which shows the authentication flows involved when a Home Agent advertises a mobility binding to a correspondent host.

BRIEF DIGRESSION

An alternate strategy had been suggested: namely, that the BID_VAL message in step 2 would, in the absence of intermediate cache agents, go to the Home Agent, who could respond to it immediately instead of forwarding it to the mobile host. I did not adopt that approach because it would have required the Home Agent to parse *EVERY* incoming IP packet addressed to the mobile host--1) to see if it contained the UDP header, and 2) to see if the message behind the UDP header was in fact a BIND_VAL message.

5. Mobility Message Formats

Message formats and usage rules are defined to support the beaconing/solicitation functions, registration functions, and route optimization functions. Unless otherwise indicated, all messages are transmitted as the data portion of an IP datagram; the messages themselves are UDP datagrams. Each message carries the 8 byte each supported message type, as shown in Figure 6. UDP header, followed by specific message fields for

The types of messages are:

— Beacon/Solicitation Messages:

a) BEACON b) SOLICIT

— Registration Messages:

a) MH_REG_REQ b) MH_REG_REPLY c) FA_REG_REQ d) FA_REG_REPLY

— Route Optimization Messages:

a) BIND_ADV b) BIND_VAL

No messages are used in support of the forwarding/encapsulation process.

All messages contain an integral number of bytes. The bytes of a message are numbered consecutively in increasing order, starting with 1. The bits within a byte are numbered from 0 to 7, where bit 0 is the high order (leftmost) bit. When consecutive bytes are used to represent a binary number, the lowest numbered byte contains the most significant binary digits.

[Page 9]

Expiraton Date April 1994

December 1993

Routing Support for IP Mobile Hosts

Internet Draft

Figure 2. Home Network Configurations

Values of fields are given in decimal, and all numeric fields are unsigned, unless otherwise noted.

Each message must always contain a UDP header; the header is followed by additional data fields, which will vary by message type and which may not always be present in every message of a given type.

5.1 UDP Header

The UDP header contains 4 fields, each 2 bytes in length, that are defined in RFC 768 and are illustrated below. The UDP Destination Port shall be set to the value X′????′. 0 0 1 1 1 2 2 3 3 7 1 5 9 3 7 1 +-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+ + UDP Source Port | UDP Destination Port + +-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+ + UDP Message Length | UDP Checksum + +-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+

The UDP header is followed by a variable length data field whose contents are defined in the following sections for each of the supported message types.

5.2 BEACON Message

The message contains a UDP Header followed by the fields shown below:

0 0 1 1 1 2 2 3 3 7 1 5 9 3 7 1 +-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+ + TYPE | OP_CODE | INCARN_NUM . . . + +-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+ + INCARN_NUM (cont′d) | +-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+

The descriptions of these fields are as follows:

TYPE: The value 1 indicates that this is an BEACON message.

OP_CODE: The value 1 indicates that this is an advertisement sent by a Home Agent; the value 2 indicates that it is an advertisement by a Foreign Agent; the value 3 indicates it is an advertisement by a system in which the Home Agent and Foreign Agent functions are both present.

INCARN_NUM: A 4 byte unsigned integer chosen by the agent and changed each time the agent is rebooted.

[Page 10] Expiration Date 1994

Figure 3. Tunneling a Packet to a Foreign Agent. A Home Agent will encapsulate a packet destined for a mobile host that is away from home, and will tunnel it to the appropriate Foreign Agent.

5.3 SOLICIT Message

The message contains a UDP Header followed by the additional fields shown below:

0 0 1 1 1 2 2 3 3 7 1 5 9 3 7 1 +-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+ + TYPE | OP_CODE | +-+-+-+-+-+-+-+-|-+-+-+-|-+-+-+-|

The descriptions of these fields are as follows:

TYPE: The value 2 indicates that this is a SOLICIT

Message.

OP_CODE: The value 1 indicates that Home Agents

should replay to this Solicit message;the value 2 indicates that only Foreign Agents should reply to this message; and the value 3 indicates that either a Home Agent or a Foreign Agent can respond to this message.

5.4 MH_REG_REQ Message

The message contains a UDP header followed by the fields shown below:

0 0 1 1 1 2 2 3 3 7 1 5 9 3 7 1 +-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+ + TYPE | OP_CODE | MH_REG_NUM + +-+-+-+-+-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+ +HA_ADD_LGTH |PFA_ADD_LGTH |M-H_AUTH_LGTH |M-F_AUTH_LGTH + +-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+ + HA_ADD ( v a r i a b l e ) + +-+-+-+-+-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+ + PFA_ADD ( v a r i a b l e ) + +-+-+-+-+-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+ + M-H_AUTH_DATA ( v a r i a b l e ) + +-+-+-+-+-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+ + M-F_AUTH_DATA ( v a r i a b l e ) + +-+-+-+-+-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+

The descriptions of these additional fields are:

TYPE: The value 3 indicates that this is a

MH_REG_REQ message.

OP_CODE: The operation field consists is divided in two parts. The leftmost (high-order bits 0. 1, and 2) are used to define whether registration options are in effect, as follows:

— If bit 0 is equal to 1, then the Prior Foreign Agent should be notified when a new registration request is initiated; if 0, no notification will be sent to the Prior Foreign Agent — If bit 1 is equal to 1, then the Home Agent may notify correspondent hosts of the mobility

[Page 11]

Expiraton Date April 1994

December 1993

Routing Support for IP Mobile Hosts

Internet Draft

Figure 4. Avoiding Triangle Routing. A Home Agent will encapsulate a packet destined for a mobile host that is away from home, and will tunnel it to the appropriate Foreign Agent.

binding; if 0, then no binding notifications may be sent to a correspondent host — If bit 2 is equal to 1, then this mobile host

supports multiple concurrent bindings with different Foreign Agents; if 0, then the host supports only a single binding at a time.

The five rightmost (low order bits 3, 4, 5, 6, and 7) are treated as an unsigned integer code value, with the following meanings:

— 0 is a request to terminate service — 1 is a request to initiate the registration

protocol in its entirety — 2 is a request to reconfirm an existing

registration with the Home Agent — 3 is a request to reconfirm an existing

registration with the current Foreign Agent

MH_REG_NUM: This 2 byte field contains an unsigned

integer whose value is the registration number associated with this message.

HA_ADD_LGTH: The unsigned integer in this field

gives the length in bytes of the Home Agent′s IP Address. PFA_ADD_LGTH: The unsigned integer in this field gives the length in bytes of the Prior Foreign Agent′s IP Address.

M-H_AUTH_LGTH: The unsigned integer value in this field defines the length in bytes of the Mobile-Home Authentication Data field. If set to the value 0, then the Mobile-Home Authentication Data field will not be present in the message.

M-F_AUTH_LGTH: The unsigned integer value in this field defines the length in bytes of the Foreign

the Mobile-Foreign Authentication Data field will not be present in the message.

HA_ADD: This field contains the IP address of the Home Agent with which this mobile unit is associated. This field must always be present.

M-H_AUTH_DATA: This variable length field contains data that can be used by the Home Agent to authenticate the mobile host. Both its contents and their interpretation are outside the scope of this specification.

[Page 12] Expiration Date 1994

Figure 5. Authentication Example for an Advertised Binding. The Home Agent advertises the binding, which is validated by the mobile host named in the binding.

M-F_AUTH_DATA: This variable length field contains

data that can be used by the Foreign Agent to authenticate the mobile host. Both its contents and their interpretation are outside the scope of this specification.

PFA_ADD: This field contains the IP address of the

Foreign Agent with which the mobile unit had most recently registered. If the mobile host does not wish to disclose this information, it may set this field to X′00 00 00 00′. 5.5 MH_REG_REPLY Message

The MH_REG_REPLY message consists of a UDP header (see 5.1) followed by the fields shown below:

0 0 1 1 1 2 2 3 3 7 1 5 9 3 7 1 +-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+ + TYPE | OP_CODE | MH_REG_NUM + +-+-+-+-+-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+ +FA_SVC_LIFE | HA_SVC_LIFE + +-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+ +A-H_AUTH_LGTH |H-H_AUTH_LGTH | A-H_AUTH_DATA.... + +-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+ + A-H_AUTH_DATA (cont′d) + +-+-+-+-+-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+ + H-H_AUTH_DATA ( v a r i a b l e ) + +-+-+-+-+-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+

The descriptions of these additional fields are:

TYPE: The value 4 indicates that this is an MH_REG_REPLY message.

OP_CODE: The operation codes shown below are supported; codes not shown are reserved for future use.

CODE OPERATION 0 Service will be provided 1 Service denied: reason unspecified 2 Service denied: foreign agent has insufficient resources available 3 Service denied: authentication failure with Home Agent

[Page 13]

Expiraton Date April 1994

December 1993

Routing Support for IP Mobile Hosts

Internet Draft

Figure 6. Message Structure

4 Service denied: authentication failure with Foreign Agent 5 Registration pending

MH_REG_NUM: This 2 byte field contains an unsigned

integer whose value is the registration number associated with this message.

FA_SVC_LIFE: This 2 byte field contains an unsigned

integer whose value is equal to the number of seconds that the Foreign Agent will provide service to the mobile host without receiving a reconfirmation.

HA_SVC_LIFE: This 2 byte field contains an unsigned

seconds that the Home Agent will provide encapsulation and forwarding service to a mobile host away from home without receiving a

A-H_AUTH_LGTH: The unsigned integer value in this

field defines the length in bytes of the Agent-Host Authentication Data field. A value of 0 indicates that the Agent-Host Authentication Data field is not present.

H-H_AUTH_LGTH: The unsigned integer value in this

that the Host-Home Authentication Data field is not

A-H_AUTH_DATA: This variable length field contains

data that can be used by the mobile host to authenticate the Agent. Both its contents and their interpretation are outside the scope of this specification.

H-H_AUTH_DATA: This variable length field contains

5.6 FA_REG_REQ Message

The FA_REG_REQ message consists of the UDP Header (5.1) and the following additional fields:

0 0 1 1 1 2 2 3 3 7 1 5 9 3 7 1 +-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+ + TYPE | OP_CODE | MH_REG_NUM + +-+-+-+-+-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-|-+-+-+-+ +MH_ADD_LGTH |F-H_AUTH_LGTH |H-H_AUTH_LGTH | MH_ADD . . . +

+...MH_ADD (cont′d) +

+ F-H_AUTH_DATA ( v a r i a b l e ) +

+ H-H_AUTH_DATA ( v a r i a b l e ) +

The description of these fields are:

TYPE: The value 5 indicates that this is a

FA_REG_REQ message.

OP_CODE: The operation field consists is divided in two parts. The leftmost (high-order bits 0. 1, and 2) are used to define whether registration options are in effect, as follows:

— If bit 0 is equal to 1, then the Prior Foreign Agent should be notified when a new registration request is initiated; if 0, no notification will be sent to the Prior Foreign Agent — If bit 1 is equal to 1, then the Home Agent may notify correspondent hosts of the mobility binding; if 0, then no binding notifications may be sent to a correspondent host — If bit 2 is equal to 1, then this mobile host supports multiple concurrent bindings with different Foreign Agents; if 0, then the host supports only a single binding at a time.

The five rightmost (low order bits 3, 4, 5, 6, and 7) are treated as an unsigned integer code value, with the following meanings:

— 0 is a request to terminate service — 1 is a request to initiate a new registration — 2 is a request to reconfirm an existing registration with the Home Agent

MH_REG_NUM: This 2 byte field contains an unsigned integer whose value is the registration number associated with this message.

MH_ADD_LGTH: This field contains an unsigned integer giving the length in bytes of the Mobile Address field.

[Page 14] Expiration Date 1994